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CHIMACUM SCHOOL DISTRICT 

ACCEPTABLE USE GUIDELINES FOR STAFF 
           
 
With the spread of telecommunications throughout the district work place, Chimacum School District 
recognizes that employees are changing the ways they share ideas, transmit information and contact 
others. As staff members are connected to the global community, their use of new tools and systems 
brings new responsibilities as well as opportunities.  
 
The District encourages staff to make use of telecommunications to explore educational topics, conduct 
research and contact others in the educational world. Electronic communications will expedite the 
sharing of effective practices and lessons across the district. It also will help staff stay on the leading 
edge of practice by forming partnerships with others across the state and nation.  
 
The Acceptable Use Guidelines are designed to help employees understand the expectations for the 
use of electronic communication systems. The components of the electronic communications 
system include, but are not limited to, the computer network, both local and wide area, servers on 
those networks, the computer workstations, the e-mail system, and access to the Internet. 
 

 All existing district rules apply to employees’ conduct when using electronic communication 
systems, especially (but not exclusively) those that deal with intellectual property protection, 
privacy, misuse of district resources, sexual harassment, information, data security, and 
confidentiality. 

 

 Employees are expected to communicate in a professional manner consistent with state laws 
governing the behavior of district employees and with federal laws governing copyright. 
Communications over the network are often public in nature; therefore, general rules and 
standards for professional behavior and communications will apply.  

 

 While direct connection to electronic communication systems offers a cornucopia of potential 
benefits, it can also open the door to some significant risks to data and systems if employees do 
not follow appropriate security discipline.  

 

 Reports of inappropriate behavior, violations or complaints will be routed to the employee’s 
supervisor for appropriate action.  

 
Violations of the Acceptable Use Guidelines for Staff may result in disciplinary action consistent with 
District policies and regulations regarding employees’ conduct.  

 

 
District computers are intended for school use, not for personal use. School computers belong to the 
school, not to the persons using them. Proper usage includes - but is not restricted to - the topics outlined 
in the Acceptable Use Guidelines for Staff as follows: 
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Access to electronic communications systems  
Computer resources are to be used exclusively to support the instructional and business objectives and 
policies of the District. All users must sign and adhere to the Internet user agreement. 

 
Acceptable network use by district students and staff includes: 

 Creation of files, projects, videos, web pages and podcasts using network resources in support of 
educational research; 

 Participation in blogs, wikis, bulletin boards, social networking sites and groups and the creation of 
content for podcasts, e-mail and web pages that support educational research; 

 With parental permission, the online publication of original educational material, curriculum related 
materials and student work. Sources outside the classroom or school must be cited appropriately; 
and, 

 Staff use of the network for incidental personal use in accordance with all district policies and 
guidelines. 

 
Unacceptable network use by district students and staff includes but is not limited to: 

 Personal gain, commercial solicitation and compensation of any kind; 

 Downloading, installation and use of games, audio files, video files or other applications (including 
shareware or freeware) without permission or approval from your administrator; 

 Support or opposition for ballot measures, candidates and any other political activity; 

 Hacking, cracking, vandalizing, the introduction of viruses, worms, Trojan horses, time bombs and 
changes to hardware, software and monitoring tools; 

 Unauthorized access to other district computers, networks and information systems; 

 Cyberbullying, hate mail, defamation, harassment of any kind, discriminatory jokes and remarks; 

 Information posted, sent or stored online that could endanger others (e.g., bomb construction, drug 
manufacturing); 

 Accessing, uploading, downloading, storage and distribution of obscene, pornographic or sexually 
explicit material; and, 

 Attaching unauthorized equipment to the district network. Any such equipment will be confiscated 
and destroyed. 

 
The district will not be responsible for any damages suffered by any user, including but not limited to, 
loss of data resulting from delays, non-deliveries, mis-deliveries or service interruptions caused by its 
own negligence or any other errors or omissions. The district will not be responsible for unauthorized 
financial obligations resulting from the use of, or access to, the district’s computer network or the 
Internet. 

 
Internet Safety 

 Students and staff should not reveal personal information, including a home address and phone 
number, on web sites, blogs, podcasts, videos, wikis, e-mail or as content on any other electronic 
medium. 

 Students and staff should not reveal personal information about another individual on any electronic 
medium. 

 No student pictures or names can be published on any class, school or district web site unless the 
appropriate permission has been verified according to district policy. 

 If students encounter dangerous or inappropriate information or messages, they should notify the 
appropriate school authority. 
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Back-up information 
Each computer user is responsible for making and keeping a back-up of their data. If you need 
help creating a back up of your data, contact the technology department or refer to the technology web 
page for instructions.  

Care, responsibility and use of district owned equipment 
District property is self-insured through district funds, however, if the property, i.e. district laptop, is taken 
off site then the responsibility for the cost to replace any equipment that is stolen, lost or damaged 
belongs to the staff member.  

Copyright  
It is the intent of the District to adhere to the provisions of copyright laws in all areas including the 
Internet.  Illegal copies of copyrighted material may not be made or used on district equipment.  

 
Copyright violation guidelines 

 Downloading, copying, duplicating and distributing software, music, sound files, movies, images or 
other copyrighted materials without the specific written permission of the copyright owner is generally 
prohibited. However, the duplication and distribution of materials for educational purposes are 
permitted when such duplication and distribution fall within the Fair Use Doctrine of the United States 
Copyright Law (Title 17, USC) and content is cited appropriately. 

 All student work is copyrighted. Permission to publish any student work requires permission from the 
parent or guardian. 

 
Copyright Violation and Software Piracy 

 The District forbids the use, distribution, or installation of any software not owned by the district or 
school. 

 All school owned software must have a copy of the license kept in a secure file in the school. 

 The district reserves the right at any time, without notification, to uninstall, remove or delete any 
software, from any computer or network server, which does not comply with district software policy. 

Disclaimer of liability  
The District will not be liable for the users' inappropriate use of the district's electronic communication 
resources or violations of copyright restrictions, users' mistakes or negligence, or costs incurred by 
users. The district will not be responsible for ensuring the accuracy or usability of any information found 
on the Internet.  
 
The District shall not be responsible for any damages to the user from the use of the computer system, 
including loss of data, non-delivery or missed delivery of information or service interruptions.  

E-mail 
E-mail creates a permanent record that may be archived and retrievable at a later date, even though the 
user has deleted it. Be cautious about what you send and to whom. E-mail is a public record which 
may be examined by any individual at any time. 

 
General Rules 

 Don’t commit anything to e-mail that you wouldn’t want to become public knowledge. 

 E-mail is best crafted as technical writing or formal writing. 
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 The exchange of personal messages should only occur on an occasional basis. 
 
Are E-mail Messages a Public Record? 

 Yes, under RCW 42.56, all e-mail messages that:  
o Use District systems to be sent or received, and 
o Contain information about business activities, and 
o That can function as evidence of business transactions are considered the property of the 

district, and, regardless of recorded medium, part of the records of the district and must be 
managed in accordance with the General Records Act of RCW 40.14. 

 The content and not the medium determine the treatment of the message and because the 
content may vary considerably the content must be evaluated to determine the length of time the 
message must be retained. 

  E-mail messages sent or received in conjunction with government business: 
o May be accessed and monitored in the normal course of business and for a legitimate 

business interest; 
o May be released to the public; and  
o Are subject to discovery proceedings in legal actions. 

 
Important Reminder 
It is illegal in Washington to destroy a public record, including records created in an e-mail system, 
without a formal retention period being established for the record through an authorized records retention 
schedule, and without following records disposition procedures. 

 
All public records shall be the property of the district.   
Outgoing officials and employees must pass such records on to their successors. Furthermore, public 
records shall be preserved, stored, transferred, destroyed, and otherwise managed according to the 
provisions of RCW 40.14. 
 
Who is Responsible for Retaining E-mail? 

 E-mail messages are often widely distributed to a number of various recipients. 

 If the holder of the record copy is not known or identified and aware of his/her responsibility, the 
district may find that no one retains the message or everyone retains the message.  Neither of 
which is appropriate. 

 The legal responsibility for retaining the record copy rests with the creator of the e-mail and/or 
attachment. 
 

Types of E-mail That is Typically a Public Record 

 Policies and directives 

 Correspondence or memoranda related to official business 

 Work schedules and assignments 

 Agendas and minutes of meetings 

 Drafts of documents that are circulated for comment or approval 

 Any document that initiates, authorizes, or completes a business transaction. 
 
Types of E-mail That is Typically NOT a Public Record and Have No Retention Value 

 Personal messages and announcements not related to official business 

 Information-only copies or extracts of documents distributed for convenience or reference 

 Published reference materials  

 Copies of inter OR intra agency memoranda, bulletins, or directions of a general information and 
non-continuing nature 
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 Announcements of social events or celebrations 
 
Appointment calendars 

 Executive Calendars: A record of appointments “to do” lists and meeting schedules. Provides a 
day-by-day record of official activities. If maintained in electronic form the information should be 
printed out as often as necessary to provide daily records. Retention 4 yrs 

 Calendars, Appointment Books, Routine Telephone Logs: A record of employee appointments, 
schedules, meetings, visitors, routine phone call logs, etc. Retention 1 yr 

 
FREQUENTLY ASKED QUESTIONS ABOUT E-MAIL RETENTION 
 
Can I print messages and then delete them? 

 Yes, provided you print the following information with the message: name of sender, name of 
recipient, date and time of transmission and/or receipt. 

 
What about draft documents that undergo several revisions? 

 Draft documents or working papers that are circulated via e-mail, that propose or evaluate high-
level policies or decisions and provide unique information that contributes to the understanding of 
major decisions of the agency should be preserved according to the appropriate retention 
schedule. Other drafts circulated for comments, which demonstrate significant revisions in the 
view of the author, should be retained, as the final product. 

 
What do I do with attachments I receive via e-mail? 

 File them with other electronic documents on your PC or network and  apply the appropriate 
retention schedule. 

 
What about multiple copies of the same document?  

 If another person or office has the primary responsibility for keeping the record copy, and if you 
have no business need to retain it, the document is simply an informational copy and subject to 
deletion/destruction at will. 

 
E-MAIL ETIQUETTE 

 Know your audience 

 Proofread 

 Do not over-distribute e-mail - “reply to all”  

 Respect the privacy rights of others 

 Identify yourself 

 Separate opinion from non-opinion 

 Respect copyright and license agreements 

 Label messages that are meant to be humorous and be careful with sarcasm 

 Avoid sending e-mail in anger or as an emotional response 

 Do not be hasty 

 Avoid putting text in all capital letters 

 Be careful what you say about yourself and others 

 Do not be fooled by the illusion of privacy 

 Do not send abusive, harassing, or bigoted messages 

 Re-read your mail for content and tone before you send it 

 Try to keep messages to a single subject; use subject entries 

 Do not make messages “urgent” when they do not need to be 
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Filtering software 
Filtering software is used to block or filter access to visual depictions that are obscene and all child 
pornography in accordance with the Children’s Internet Protection Act (CIPA). Other objectionable 
material could be filtered. The determination of what constitutes “other objectionable” material is a local 
decision. 

 Filtering software is not 100% effective. While filters make it more difficult for objectionable material 
to be received or accessed, filters are not a solution in themselves. Every user must take 
responsibility for his or her use of the network and Internet and avoid objectionable sites; 

 Any attempts to defeat or bypass the district’s Internet filter or conceal Internet activity are prohibited: 
proxies, https, special ports, modifications to district browser settings and any other techniques 
designed to evade filtering or enable the publication of inappropriate content; 

 E-mail inconsistent with the educational and research mission of the district will be considered SPAM 
and blocked from entering district E-mail boxes; 

 The district will provide appropriate adult supervision of Internet use. The first line of defense in 
controlling access by minors to inappropriate material on the Internet is deliberate and consistent 
monitoring of student access to district computers; 

 Staff members who supervise students, control electronic equipment or have occasion to observe 
student use of said equipment online, must make a reasonable effort to monitor the use of this 
equipment to assure that student use conforms to the mission and goals of the district; and 

 Staff must make a reasonable effort to become familiar with the Internet and to monitor, instruct and 
assist effectively. 

Large file downloads and network bandwidth 
Internet radio and music and video downloads that are not directly related to instruction can overload the 
network bandwidth. Computers purchased by the district are provided solely as a resource for 
instructional or job-specific uses. Please limit your use of bandwidth intensive resources during peak 
hours so that available bandwidth can be reserved for student instructional use and district business. 

Limitation/termination of system user’s access  
The District may limit, suspend or revoke a system user's access to the district's system(s) upon violation 
of district policy and/or administrative regulations regarding acceptable use.  

Password Security 
Passwords are the first level of security for a user account. System logins and accounts are to be used 
only by the authorized owner of the account for authorized district purposes. Students and staff are 
responsible for all activity on their account and must not share their account password.  

The following procedures are designed to safeguard network user accounts: 

 Change passwords according to district policy; 

 Do not use another user’s account; 

 Do not insert passwords into e-mail or other communications; 

 If you write down your user account password, keep it in a secure location; 

 Do not store passwords in a file without encryption; 

 Do not use the “remember password” feature of Internet browsers; and 
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 Lock the screen, or log off, if leaving the computer. 

Privately owned devices 
Anyone who brings their privately owned device to the District facilities is personally responsible for the 
equipment. Responsibility for the maintenance and repair of the equipment rests solely with that 
individual, including installation of software and configuration of peripherals. Any damage to the 
equipment, including results from viruses, is the responsibility of the individual. The district retains the 
right to determine where and when privately owned equipment may be attached to the network.  

Privacy 
The district provides the network system, e-mail and Internet access as a tool for education and research 
in support of the district’s mission. The district reserves the right to monitor, inspect, copy, review and 
store, without prior notice, information about the content and usage of: 

 The network; 

 User files and disk space utilization; 

 User applications and bandwidth utilization; 

 User document files, folders and electronic communications; 

 E-mail; 

 Internet access; and 

 Any and all information transmitted or received in connection with network and e-mail use. 

No student or staff user should have any expectation of privacy when using the district’s network. The 
district reserves the right to disclose any electronic messages to law enforcement officials or third parties 
as appropriate. All documents are subject to the public records disclosure laws of the State of 
Washington. 

Social networking sites 
While you may use Facebook, MYSPACE, twitter, or other social networking sites in your personal life, it 
is not appropriate to “accept” students as “friends’ who may wander onto your page.  If you have already 
accepted students onto your social networking page, please set a boundary for them to follow such as: 
 

 All staff have been asked by the District to use District issued communication mechanisms to 
communicate with students. If you wish to contact me, my school e-mail address is: ___________ 
and my school voice mail is______.  I look forward to working with you at school. 
 

It is possible to use two different pages on a social networking site, one page for personal use and one 
for educational purposes that may be more appropriate for student contact. 
 
Keep your interactions with students safe 
Most accusations are the result of actions being misinterpreted by the student and unintended by the 
teacher or staff member.  While it is never possible to completely eliminate the chance of being falsely 
accused of wrongdoing, here are some things you can do to minimize the risk: 
 

 Never “friend” students on your social networking site. 

 If you choose to “friend” former students, they should be over 18 and graduated out of the school 
system. 



Procedure 2022P 
Acceptable Use Guidelines for Staff 

 

8 | P a g e  
 

 Avoid giving your personal e-mail address out to students.  Use your district e-mail. 

 Keep e-mail communications brief and related only to school issues. Print out copies and save for 
your records. 

 Communicate with the idea that whatever you write should be able to be read by students’ 
parents and your administrator. 

 If you give out your home or cell phone number for parents to reach you, make it clear that 
students are not allowed to call you. 

 Do not text students. 

 If a student sends you an inappropriate text or e-mail, notify your administrator right away. 

Student Data is Confidential 
District staff must maintain the confidentiality of student data in accordance with the Family Educational 
Rights and Privacy Act (FERPA). 

System(s) coordinator's responsibilities  
The system coordinator at the district as well as the principal or department supervisor will:  

• Be responsible for disseminating and enforcing the district policy, administrative rules and 
regulations for the network and guidelines for student and employee access.  

• Ensure that all employees supervising students who use the district's system(s) provide training 
emphasizing the appropriate uses of these resources. 

• Be authorized to monitor or examine all system(s) activities deemed appropriate to ensure proper 
use of the system(s).  

• Be authorized to set limits for computer storage utilization on the system(s) as needed.  
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CHIMACUM SCHOOL DISTRICT 
ACKNOWLEDGEMENT OF ACCEPTABLE USE GUIDELINES FOR STAFF 
 
I acknowledge that I have received a written copy of the Chimacum School District Acceptable Use 
Guidelines (2022P) and School Board Policy 2022.   
 
 

 I realize that the district’s security software may record and store for management use, the 
electronic e-mail messages I send and receive; the electronic communication systems address of 
any site that I visit; and any network activity in which I transmit or receive any kind of file. 
 

 I understand that contacting students through electronic media, even with my personal 
equipment, may not be appropriate and subject to District discipline. 
 

 I understand that as a user of the electronic resources provided by the District I am required to 
comply with the district’s policy and procedures of the Acceptable Use Guidelines for Staff 
(2022P). Violation of any of the conditions of use explained in School Board Policy 2022 and 
2022P could be cause for disciplinary action, and could lead to my dismissal from employment 
and/or criminal prosecution. 

 
 
 
              
Signature        Date 
 
          
Printed Name         
 


